TroJaN HORSES:
UsING CURRENT U.S. INTELLIGENCE RESOURCES TO
SUCCESSFULLY INFILTRATE ISLAMIST TERROR GROUPS

JAMES O’BRIEN

Fighting the War on Terror will continue to require many organizational,
strategic and tactical changes, including new methods of covert action that
can be effectively employed against closed, fanatical terrovist groups like

al Qaeda. This paper argues that the United States should attempt to use
Western terrorist organizations to penetrate Islamic extremist groups. The
paper examines the feasibility of using derivatives of the Irish Republican
Army and Russian organized crime as “trojan horses” capable of ap-
proaching and identifying Islamic terrorists in the market for documents,
weapons, and other illicit materials and/or services. The paper concludes
that, while there are many risks and difficulties in applying this tactic, it is
superior to other options and has viable success potential.

INTRODUCTION

The United States has declared war on terrorists. To fight this war
effectively requires reliable intelligence. However, a critical gap exists
in U.S. intelligence capabilities that will continue to place the United
States at a significant disadvantage, namely, the inability to infiltrate
Islamic extremist terror groups. During the Cold War, CIA operatives
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focused on “turning” agents of the Soviet Union (and other communist
bloc countries) to gain access to the inner circles of the enemy. This
approach is not likely to be as effective today: there is very little leverage
that an operative can hold over a fundamentalist willing to commit self
immolation in the name of jihad. The tight-knit structure of Muslim

terror groups makes turning agents even

There Is very little leverage more farfetched. In addition, the decen-
that an operative can hold  tralized structure of organiz.ations such as
over a fundamentalist will- ' icda reduces the quanity and quaity

_ of information a turned agent may be able
Itlllglt;;’izlcplggm‘fgflz;zga to provide. Nevertheless, the direct pen-

etration of terror groups by U.S. operatives
will have to be secured in order to achieve
the goal of credible intelligence collection. Although long-term solu-
tions have been proposed—and these solutions should be pursued—the
length of time necessary to effectively implement these changes endan-
gers the lives of millions.

Once U.S. intelligence operatives become well prepared for the
task of penetrating terror groups, these operatives are still likely to face
obstacles to deep infiltration. Such obstacles include family or clan-
based recruiting mechanisms, cultural peculiarities that differ among
localities and communities that epitomize “six-degrees-of-separation.”
Such obstacles may prove fatal to countless operatives, and even if pen-
etration is achieved, it may take years to cultivate the trust necessary to
gain access to the inner circles of a terror group’s hierarchy. This is as-
suming that the operatives will not have to carry out an act that shows
proof of commitment — such as a suicide mission. The decentralized
structure of terror groups further complicates leadership infiltration
because many of the members of an extremist cell will often have limit-
ed actionable intelligence on a terror group’s senior leadership beyond
their immediate supervisor. To deal with the Islamic terrorist threat
and a recognized human intelligence (HUMINT) deficiency, this paper
examines two questions: (1) What can U.S. intelligence do to gain access to
the terrorist hierarchy? and (2) What tools can the United States employ from its
current arsenal that can achieve intelligence objectives rapidly? The proposed
answer: Instead of working to penetrate terror groups directly, U.S. counter-
terrorism operatives should penetrate the groups that either provide, or have the



means to provide, services to Islamic extremist groups. The U.S. intelligence
community can exploit this vulnerable backdoor of terrorist organiza-
tions, namely, their dependency on criminal elements to facilitate their
terrorist needs. The U.S. intelligence community has a proven track re-
cord of penetrating two organizations that have close ties to such terror
groups—the Irish Republican Army (Provisional and Real) and Russian
organized crime. By using these organizations as trojan horses, the Unit-
ed States may be able to achieve key terrorist monitoring objectives,
including terrorist identification and insight into planned attacks.

STATEMENT OF THE PROBLEM

The fact that a HUMINT deficiency exists for the United States is
not news. Consider the following testimony provided by Bruce Hoff-
man, Vice President of External Affairs Washington Director of the
RAND Institute to the U.S. House of Representatives Permanent Select
Committee on Intelligence:

It is not surprising therefore that America’s HUMINT (human intel-
ligence) assets have proven so anemic given a military orientation that
ineluctably feeds on technological intelligence such as MASINT (mea-
surement and signature intelligence), ELINT (electronic intelligence)
and SIGINT (signals intelligence) collected by spy satellites orbiting
the planet. Given the emergence of formidable, transnational, non-
state adversaries, and the lethally destructive threats that they clearly
pose, this balance is no longer appropriate. Moreover, our own HU-
MINT deficiencies, which forced us to rely on information provided or
forthcoming from liaison services, has clearly been shown to be want-
ing in the wake of the failure of any of our allies to provide warning of
the September 11th operations.®

U.S. hyper-dependence on high-tech for intelligence gathering has
been derided in many post-9/11 articles dealing with the subject, in-
cluding The 9/11 Commission Report. Over the past five decades, the
U.S. intelligence community has simply supplanted operatives with sat-
ellites and other forms of electronic eavesdropping. This is a reflection
of the Cold War environment within which U.S. intelligence matured.
® Initially seen as a positive development, the ability to see the enemy
from space enabled the United States the type of oversight necessary



in a bipolar world order governed by mutually assured destruction. As
the world reverted to a multifaceted political environment, the secu-
rity environment changed with it, diminishing the positive returns once
gained by multi-billion dollar imagery and sensory equipment. The
nature of the threat today is no longer large conventional militaries and
fixed missile facilities that produce enormous signatures; the threat is
small, mobile and very human. Thus, the recent increased emphasis on
HUMINT as a primary component of any comprehensive intelligence
reform is not only a reflection of a recognized operational deficiency,
but also a reflection of the new type of threat facing the United States:
terrorism perpetrated by Islamic extremists.

This new enemy has learned how to evade high-tech methods of
information gathering. The 9/11 Commission Report describes an opera-
tion that was conducted by rather ordinary people, albeit fanatical, but

not particularly skilled. The terrorists were
The recent increased assisted by a host of other ordinary people
emphasis on HUMINT as in many countries, including within the
a primary component of United States. The weapons used were un-

any comprehensive intell- sophisticated but effective: box cutters and

pocketknives. From start to finish, with the

gence reform Is not only a exception of the flight school training, the
reflection of a recognized a1 Qaeda 9/11 strikes were a decidedly low-
operational deficiency, but  tech operation.c The lesson learned from
also a reflection of the 9/11 is that future terrorist attacks will be
new type of threat facin 0 conducted in ways that raise few suspicions,

carried out by individuals who have the abil-
the United States: terror ity to thrive under the radar. The empha-

Ism perpetr ated b}’ Islamic sis of counterterrorism, therefore, should
extremists. be placed on stopping terrorist operatives
from achieving success, while simultane-

ously working to take down the networks that employ them. The first
step will be identifying the enemy. The 9/11 Commission Report states that
“...the enemy is not just ‘terrorism,” some generic evil. This vagueness
blurs the strategy. The catastrophic threat at this moment in history is
more specific. Itis the threat posed by Islamist terrorism-especially the
al Qaeda network, its affiliates, and its ideology.” The 9/11 Commis-
sion’s definition of “Islamist terrorism” as “the catastrophic threat at this



moment in history” provides U.S. security strategists with an identity.
However, the designation of so specific a threat also provides an instant
challenge to the U.S. security community, especially as it relates to the
intelligence sector. The combined dynamics of an Islamist threat and
a recognized HUMINT deficiency challenges the intelligence commu-
nity to fix an inadequacy while working within a tightly confined demo-
graphic space. This will prove to be a daunting task.

Professor Richard Betts, Director of the Institute of War and Peace
Studies at Columbia University, notes the following about human intel-
ligence and the role of cultural diversity in the United States:

Despite our huge and educated population, the base of Americans on
which to draw is small: there are very few genuinely bilingual, bicul-
tural Americans capable of operating like natives in exotic reaches of
the Middle East, Central and South Asia, or other places that shelter
the bin Ladens of the world.

Having a diverse population is not sufficient for the task of broaden-
ing U.S. HUMINT capabilities. Muslim ter-
rorist group penetration, if itoccurs atall, is  While U.S. policymakers are

conducted by either recruiting or “turning” - emphasizing the need for
proxies, or by utilizing allied foreign opera- rapid intelligence overhaul
tives.! Unfortunately, some “allies” are less

reliable than others. Saudi Arabia is a case izecz)nslfeflhg [I(-Illl‘lél“llsl/g ggzgt’

in point: while vocalizing support for the
United States, key figures within the Saudi ing a War on Terror with
government assist anti-Western terrorist Oher countries’ unreliable
groups in a variety of ways.e Consequently, @yes,

while U.S. policymakers are emphasizing

the need for rapid intelligence overhaul to close the HUMINT deficit,
the United States is fighting a War on Terror with other countries’ un-
reliable eyes.

Nevertheless, it is easier to recognize HUMINT deficiencies than
to fix them. This is especially true when reconstituting sectors spread
over several agencies that have been allowed to corrode. There is no
quick fix in resolving this deficiency. This reality is recognized by both
policy advisors and policy-makers, who propose long-term investments
in intelligence reform. A 2002 Congressional Research Service report
exemplifies this mindset:



142 - International Affairs Review e .
First is a renewed emphasis on human agents. Signals intelligence
and imagery satellites have their uses in the counterterrorism mission,
but intelligence to counter terrorism depends more on human intel-
ligence (HUMINT) such as spies and informers. Any renewed em-
phasis on human intelligence necessarily will involve a willingness to
accept risks of complicated and dangerous missions, and likely ties to
disreputable individuals who may be in positions to provide valuable
information. Time and patience will be needed to train analysts in difficult
skills and languages."

Unfortunately, the “time and patience” necessary to develop these
operatives is not a luxury the United States can afford. The 9/11 Com-
mission Report describes the rapid nature and lack of warning that de-
fines the current security environment:

National security used to be considered by studying foreign frontiers,
weighing opposing groups of states, and measuring industrial might....
Threats emerged slowly, often visibly, as weapons were forged, armies
conscripted, and units trained and moved into place....

Now threats can emerge quickly. An organization like al Qaeda, head-
quartered in a country on the other side of the earth, in a region so
poor that electricity or telephones were scarce, could nonetheless
scheme to wield weapons of unprecedented destructive power in the
largest cities of the United States.!

Furthermore, even if the United States succeeds in developing the
types of intelligence operatives with the skill sets desired for an effective
war against Islamic extremists, the capacity to penetrate these groups
will likely never be fully achieved. The problem is that Islamic terror-
ist groups are highly insulated from outside intrusion because of their
family-based and/or clan-based recruitment policies: “Ethnically based
terrorist groups recruit new members personally known to them, peo-
ple whose backgrounds are known and who often have family ties to
the organization. Intelligence penetration of organizations recruited
this way is extremely difficult.” Even those organizations that do not
recruit exclusively through family ties, such as al Qaeda, still employ
a severe level of vetting that places an operative’s survival in jeopardy.
Regional dialects, local cultural sensitivities and “six-degrees-of-separa-
tion” within small populations all work against an operative attempting
to secure a terrorist leader’s trust. Recognizing these difficulties, Rich-



ard Betts summarizes this operational reality: “More and better spies
will help, but no one should expect breakthroughs if we get them. Itis
close to impossible to penetrate small, disciplined, alien organizations
like Osama bin Laden’s al Qaeda, and especially hard to find reliable
U.S. citizens who have even a remote chance of trying.” Nevertheless,
the intelligence community should pursue HUMINT reform that will
develop operatives with penetration potential, but accessing the inner
circles of terror groups may take years to materialize, or may even be
impossible. For example, if the operative is accepted by a terror group,
he may be isolated or removed from the organization’s hierarchy, leav-
ing the operative uninformed as to what other groups within the same
organization are planning, including the cell within which he may be
operating.'

Therefore, recognizing the U.S. HU- . »
MINT deficiency, the lengthy process of The Achilles heel” of terror

comprehensive reform, the unpredictable £I0UPS Is their dependence
nature of terrorism as a constant imminent 0f] criminal or other inter-

threat, and the insulated structure of ter- conpected terrorist groups
rorist groups, the United States will need ¢, provide certain services
to employ creative methods to collect in- ~
formation without jeopardizing long-term 3;);”{2)”3 “;f ;;{Z;Zg);;fgp

intelligence reform. Bruce Hoffman sug-
gests “some new, ‘out-of-the-box’ thinking
that would go beyond simple bureaucratic fixes.”™ One possibility is
taking a backdoor approach to penetrating various fundamentalist ter-
rorist organizations.

SOLUTION PROPOSED: WORK WITH THE TOOLS WE
HAVE

THE BACKDOOR

One backdoor ripe for exploitation is the dependence of Islamic ex-
tremists on illicit activities and services to fund, train, and/or facilitate
their operations.” The “Achilles heel” of terror groups is their depen-
dence on criminal or other interconnected terrorist groups to provide
certain services to them, specifically weapons and drug smuggling. The
United States should exploit this dependence and has the capacity to do
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so. This backdoor should be envisioned just as the name connotes: an
alternative entrance that is easier to sneak into than the front door. In
the world of computer programming, a backdoor is “an undocumented
way of gaining access to a program, online service or an entire com-
puter system. The backdoor is written by the programmer who creates
the code for the program. It is often only known by the programmer.
A backdoor is a potential security risk.” When hackers discover back-
doors in software programs, they exploit them. The U.S. intelligence
community should adopt the hackers’ approach; infiltration agents
should be looking for similar types of alternative access routes.

Like the fabled ruse used by the Greeks to breach the walls of ancient
Troy, a “trojan horse” refers to a programming technique employed by
computer hackers to breach otherwise secure software programs. A
trojan horse is defined as “a destructive program that masquerades as
a benign application. Unlike viruses, trojan horses do not replicate
themselves but they can be just as destructive. One of the most insidi-
ous types of trojan horses is a program that claims to rid your computer
of viruses but instead introduces viruses onto your computer.” Simi-
larly, in order to gain backdoor access to the hierarchy of Islamic ter-
ror groups, especially Al Qaeda, this paper recommends using a trojan
horse approach by manipulating the terror groups’ reliance on outside
organizations. The organizations that should be carefully considered
as potential trojan horses are the Irish Republican Army (IRA)—Pro-
visional (PIRA) and/or the Real (RIRA)+—and/or Russian organized
crime.

TROJAN HORSES

The IRA and Russian organized crime enjoy close ties to fundamen-
talist terror groups, although for different reasons. At one time, the
IRA was the world’s premier proliferator of terror; it provided training,
weapons/weapons expertise, money, and even services to terror groups
as diverse as Hamas, Euzkadi Ta Askatasuna (ETA),  and the Fuerzas Ar-
madas Revolucionarias de Colombia (FARC) . The IRA has also enjoyed
the protection of terrorist proliferators such as Libyan leader Muam-
mar Qadhafit and Cuban dictator Fidel Castro.* Although the IRA has
most often been moderated by political considerations, recent trends in
its activities indicate that ideological considerations no longer hold the



same weight they once held prior to signing the ceasefire known as the
“Good Friday Peace Accords.”

Russian organized crime, in contrast, has not broken from its pri-
mary ideology: greed. As a result, elements of opportunistic Russian
organized crime members have sold weapons to terrorist organizations
throughout the world. Whereas the IRA has won the support of terror
groups through years of anti-British violence and open support for the
Palestinian cause, Russian organized crime has earned its reputation
through a cold-blooded business ethic that does not discriminate where
profitis involved. Thus, both organizations share positive relations with
terror groups that the United States is targeting.

The fact that violent Islamic extremist groups enjoy good working
relations with organizations such as the IRA and Russian organized
crime should be seen as an opportunity to deal with the intelligence
penetration problem. U.S. intelligence and law enforcement agen-
cies have a proven track record infiltrating

these organizations. Rather than waiting to By hiding behind a criminal
develop a HUMINT program that can pro- - faeqqie [sfamic extremists
duce capable operatives—a timeframe that may UﬂWI[tIﬂgI}’ welcome

may prove too costly—the United States

can use an existing capacity it already has US. Intelligence operatives
to penetrate and monitor extremist pock- IO Lhelr Inner circles.

ets. Both the IRA and Russian organized

crime offer a critical commodity and a credible motivation to terrorist
groups. The commodity: confirmed weapons smuggling capabilities
into the United States and Great Britain that would be highly attrac-
tive to terrorist groups seeking to “rival the events of September 11.7
Their credible motivation: money. The United States should use the
trojan horse approach to exploit these motivations. By hiding behind a
criminal facade, Islamic extremists may unwittingly welcome U.S. intel-
ligence operatives into their inner circles.

STRUCTURE

This paper will cover two proposed trojan horses: the IRA and Rus-
sian organized crime. Beginning with the IRA, it will first present this
group’s global reach and international credentials prior to and after



the Good Friday Peace Accords. This paper will illustrate the degen-
erative impact of the ceasefire on the IRA, especially the disintegration
of discipline within the rank-and-file members due in part to a loss of
funding. It will analyze the impact of these factors upon the various
factions of the IRA and chart the organizations’ increasing turn toward
organized criminal behavior. This paper will then consider the creden-
tials that the IRA currently possesses to make a convincing trojan horse:
the documented erosion of restraint by low-level IRA operatives now
serving themselves due to a loss of cash subsidies since the ceasefire.
Completing this section, this paper will present examples of U.S. and
British penetration into the two principle branches of the IRA—the
PIRA and the RIRA—and how the U.S. intelligence community can ex-
ploit this penetration.

The next section will deal with Russian organized crime. Itwill pres-
ent its global reach and reputation, followed by previous examples of
interaction between Russian organized crime and Islamic terror groups.
This will be followed by a brief synopsis on U.S. law enforcement’s prov-
en capability to penetrate Russian organized crime. An envisioned sce-
nario for utilizing a Russian organized crime cover will complete this
section.

The conclusion of this paper will provide an analysis of the policy
prescription. The pros and cons of employing a trojan horse tactic will
be weighed. The viability of such a tactic will be assessed, and likewise
the problems inherent in such an ambitious scheme will have to be ad-
dressed: What might go wrong? What issues may arise in agency coordination?
What are the risks to the operatives involved?

PROPOSED TROJAN HORSE #1: THE IRISH REPUBLI-
CAN ARMY

CURRENT STATE OF THE IRA

The Provisional Irish Republican Army (PIRA), and their more vio-
lent offshoot, the Real IRA (RIRA), have been two of the most active
terrorist groups within the current trend of terrorist group intercon-
nectivity.” Examples of PIRA and/or RIRA complicity in propagating
terrorist tactics include the recent increase in urban operations by the
FARC * the presence and subsequent arrest of an IRA explosives expert



in the West Bank,” and over two hundred IRA- designed pipe bomb
booby-traps designed to Kkill Israeli troops in evacuated Jenin refugee
camps.” Illustrating their impact on modern terror beyond the opera-
tional level, the Council on Foreign Relations attributes the advent of a
cell structure to the IRA, stating the following: “The group honed the
‘cell’ structure that Osama bin Laden’s al-Qaeda network has also ad-
opted.”® Furthermore, the IRA has enjoyed

ties to terrorist sponsor states such as Libya, The global reach and cred-

Syria and Cuba; all of which have had es- ibility of the IRA enables
tablished relations with anti-American ter- its members to access

rorist organizations. The global reach and (zations that h
credibility of the IRA enables its members oreanizations that nave

to access organizations that have long since long since precluded most
precluded most westerners. From Euskadi WESIEIMES.

Ta Askatasuna (ETA) to the Palestinian Lib-

eration Organization (PLO), the IRA enjoys immense respect. (This is
especially true of the PIRA, which has built a cooperative reputation for
itself over the past thirty-some years.)

Still, it should be noted that the PIRA is not the same organization
it had been prior to signing the Good Friday Peace Accords in April
1998. Since 1969, when attempts at securing Irish-Catholic civil rights
in Northern Ireland erupted into bloodshed, the PIRA has been at the
forefront of the political violence.® The PIRA has been the face of Irish
terrorism for three decades, despite periodic challenges from more vio-
lent groups such as the Irish National Liberation Army (INLA). Begin-
ning in the early 1990s, PIRA experienced a decline in activity. This may
be partially due to the fact that its political face, Sinn Fein, gained some
genuine political clout with the election of its president, Gerry Adams,
to the Irish parliament in 1988 and his return to parliamentin 1997 and
2001. In fact, for the better part of the 1990s, the PIRA was quieter than
in previous decades. Although the group is still active, the PIRA has suf-
fered a steady decline since 1991 due to three major factors:

1. The loss of Soviet subsidies in the early 1990s forced the PIRA to
engage in crimes, such as bank robberies, narcotics distribution and
racketeering, as a way of generating revenue. The PIRA, which once
enjoyed strict discipline in the ranks, has since found itself under-
mined by the activities of less cautious mavericks.*



2. The Good Friday Peace Accords created a rift between more vio-
lent members within the organization and those in support of a peace
deal, the result being the formation of three IRAs: PIRA, RIRA and
the Continuity IRA (CIRA).** The CIRA is comprised of extremely
violent but disorganized former members of the PIRA, and does not
threaten the existence of the latter. On the other hand, the RIRA has
been a significant challenge to the PIRA and—of the three groups—
has unleashed the most violence. It is also highly efficient and well
organized, having been formed by an experienced core of the PIRA’s
militant wing.* The RIRA quickly proved its propensity for violence in
Omagh on 15 August 1998, killing 29 people and injuring 220 in one
incident that defied previous terror bombing protocols and evinced
an increased level of lethality.* The RIRA has recently absorbed the
CIRA into an alliance that will probably be permanent, especially with
respect to the increased level of lethality and involvement in interna-
tional organized crime.™

3. 9/11 Attacks: The PIRA has experienced a significant drop in fi-
nancial support from Irish-Americans, a critical source of funding.”
This loss may be attributed to a combination of factors, including a
newfound sympathy for the effects of terrorism. Another factor is very
strong British support for the United States in the War on Terror.

The most damaging of the three circumstances mentioned above to
the PIRA is its separation from the RIRA/CIRA. The schism has had
an enormous impact on the organization’s ability to earn money and
maintain discipline. The earnings of the PIRA have been cut by almost
half according to some estimates,” including subsidies for PIRA volun-
teers.® This financial fact, combined with the inactivity of PIRA gun-
men on home territory, has caused some members of the organization
to engage in criminal activity outside of the leadership umbrella.” Such
unsanctioned activity has taken a political toll on the once disciplined
PIRA. The following case exemplifies this point:

July 1999: While the PIRA was issuing rhetorical support for the cur-
rent cease-fire, PIRA operatives were caught smuggling weapons from
the United States. This action may have been unauthorized by the
PIRA hierarchy. A combined Irish, British and U.S. intelligence/law
enforcement task force seized a PIRA weapons shipment originating
in Philadelphia and Ft. Lauderdale, and shipped from New York to
Ireland, undermining PIRA political and moral credibility. This ac-



tion immediately placed the PIRA commitment to the peace process
in question. It also served to alienate pro-republican [i.e. pro-unified
Ireland] U.S. politicians who had bargained their political clout in
good faith to seek equitable bargaining status and concessions for the
PIRA with the British. ™

Despite this and other embarrassing incidents involving PIRA mem-
bers in Great Britain and other places, the organization still enjoys inter-
national support from various sectors. The RIRA has also inherited this
support. The problem, however, is that such a dissolution of discipline
among trained killers, sitting idle with no service subsidies coming in,
has caused a significant number of PIRA members to either defect to
the more active RIRA, or to go after independent opportunities on the
international criminal market. The leverage most often used by these
operatives is their historical IRA connections. Many of these trained
killers have international contacts, expert smuggling capabilities, and a
cold capacity for violence. Whether they are operating under the PIRA
or RIRA banner, or as independents, their recent reach has been im-
pressive based on what we know. Consider the following examples:

EXAMPLE 1: PIRA CONNECTIONS TO THE FARC
In August 2001, three PIRA operatives, James Monaghan, Niall Con-
nolly and Martin McCauley, were arrested in Colombia for allegedly as-

sisting the FARC in developing a new mortar
device and training FARC terrorists to in- In developing the Mark 1,

crease their level of lethality in urban areas. Monaghan recelved Libyan
All three men were relatively high-ranking support, thus tying him to
members of the PIRA organization. Of the both Middle Eastern terror-
three, James Monaghan is the most danger- Ist organizations and the

ous: he is the explosives engineer who de-
veloped the Mark 1 and the improved Mark state sponsors who have
18 Barracks Buster mortar.® In developing funded these groups in the
the Mark 1, Monaghan received Libyan sup-  p@st,

port, thus tying him to both Middle Eastern

terrorist organizations and the state sponsors who have funded these
groups in the past. Monaghan’s mortars, in the hands of the FARC, im-
mediately had a deadly impact in Colombia.» Furthermore, it is quite
possible that he shared this technology with Palestinian terror groups,
as evidenced by the increased lethality of Palestinian attacks on Israeli



troops using a mortar system and tactics linkable to Monaghan and/or
the IRA.« Furthermore, Monaghan has an incredible ability to techno-
logically adapt his inventions in order to circumvent counter-terrorism
methods.” Such disseminated adaptation techniques have the potential
to further intensify the lethal capabilities of his mortars in the hands of
terrorist operatives. One of the other two IRA members arrested with
Monaghan in 1999, Niall Connolly, had been Sinn Fein’s “official” en-
voy to Cuba since 1996.* Gerry Adams, speaking on behalf of PIRA and
Sinn Fein, denied any knowledge of these three men’s activities. How-
ever, it is highly unlikely that Sinn Fein and/or the PIRA were unaware
of their involvement in Colombia. Pointing out an operational fact
about the PIRA, testimony given by an IRA expert to the U.K. House of
Commons noted the following in relation to Adam’s denial: “... [the]
PIRA is very much akin in organizational terms to a mafia-type structure
of organized crime. One sees a great deal of discipline.” In fact, the
U.S. Congress recognizes that the IRA has been engaged in Colombia
for some time: “The available evidence strongly indicates that involve-
ment of the IRA in Colombia extends beyond the three members who
were captured and that it has had a presence in that country for at least
3 years.”™ The men were eventually released due to a lack of evidence,
although political pressure from pro-republican U.S. politicians may
have played a role in their release. The U.S. government contends that
the three PIRA operatives received $2 million for their training of FARC
operatives.®

EXAMPLE 2: RIRA—ORGANIZED CRIME OR TERROR GROUP?

The 2000 arrest of three RIRA members securing heavy weapons
in Croatia and Slovenia® is consistent with a pattern of activity that in-
dicates the RIRA is becoming more of an organized crime group and
using political terrorism to mask its true motive: profit. Consider the
following testimony of Jonathan Winner, former U.S. Deputy Assistant
Secretary of State, International Law Enforcement:

Many terrorist groups have also been linked to other criminal activi-
ties, including smuggling and counterfeiting operations. For instance,
the Real IRA is active in smuggling assorted goods into Great Britain.
In recent years the Real IRA established close links to British criminal
groups to sell converted diesel fuel on the black market. Moreover the
Real IRA established tobacco-smuggling operational links to east Euro-



pean mafia, and oversees counterfeit operations that produce pirated
copies of compact discs and videocassettes. When these illicit profits
are coupled with the millions of dollars raised by Irish communities in
the United States, the Real IRA can easily afford to recruit new mem-
bers, construct bomb-making facilities, procure light weaponry, and
maintain close contact with other terrorist groups, especially in the
Americas.™

A report by the U.S. Government’s Federal Research Division makes
a similar suggestion: “Tamara Makarenko® points out that, once a group
enters category three [fighters-turned-felons],instability is sustained for
the sole purpose of profit-seeking.” As an example, Makarenko suggests that
the splinter RIRA’s ongoing terrorist activities, done in the name of
continuing the cause deserted by the parent organization’s peace ef-
forts, actually aim to preserve the environment of instability that pro-
tects the group’s criminal activities.” The fact that the RIRA has been
relatively quiet in terms of anti-British aggression in the past few years™
and that these few attacks have been small in comparison to their 1998
Omagh attack may corroborate this supposition. This hypothesis is
further strengthened by the fact that the RIRA has been building an
arsenal of considerable firepower® since their inception and yet they
seldom use these weapons. If the assumption is correct, and the RIRA
is using political terrorism to hide criminal enterprises, it would mean
that a terrorist group once governed by political goals—and therefore
less likely to engage in activities that would undercut civilian sympathy
for the organization—would now be governed by profit. Thus, a very
real potential exists for other terror groups to buy access to weapons
and smuggling routes currently used by the RIRA.

These two examples chart a slide toward criminal behavior that is
undermining political credibility, but not marketability, at least in the
eyes of other terrorist organizations. The fact that international ter-
ror groups and organized crime syndicates are utilizing the services of
IRA operatives, be they PIRA or RIRA, should worry security planners.
All it would take to sneak a major weapon of mass destruction (WMD)
into the United Kingdom are a few profit-oriented IRA members with
in-depth smuggling knowledge and Islamic fundamentalist contacts
willing to pay the right price. Ironically, it is this same slide toward
criminal behavior that grants security planners the best opportunity



for penetrating Islamic terror groups. By

By marketing this same marketing this same capacity to smuggle a
capacity to smuggle a WMD WMD into the United Kingdom, U.S. and/

into the United Kingdom, or British operatives could, for the right
US. and/or British opera- price, also gain acce§s to the ipner circle
tives could, for the rlght of a terror gr01‘1‘p, w1t}’}out hz.wlng to t.ake
price also gain access to on the cover of “fellow” Islamic extremists.

Rather, U.S. and British operatives can act

the Inner circle of @ terror s undercover IRA operatives—a capacity
group, without having to in which they already are experienced. For
take on the cover of fel- this reason, the PIRA or RIRA would make

low’” Islamic extremists. an excellent candidate for the trojan horse
strategy.

IRA SUSCEPTIBILITY TO PENETRATION: Tue McKEvitT TAKEDOWN

Despite a tradition of caution and discipline on the part of Irish
paramilitaries, the British intelligence services have successfully pen-
etrated all three branches of the IRA, mainly because the British Force
Research Unit has honed its infiltration skills over the past few decades.
Also, the recent disintegration of IRA internal discipline post-ceasefire
may make the IRA groups more porous. Although such a statement
cannot be quantified, the recent takedown of RIRA chief, Michael McK-
evitt, underscores a definite weakness on the part of current IRA opera-
tions.

The August 2003 conviction of Real IRA chief, Michael McKevitt,
was facilitated by the cooperation of the U.S. FBI, Britain’s MI5 and
Irish Special Police. It exploited the RIRA’s susceptibility to infiltration
by U.S. operatives in large part due to the RIRA’s reliance on Irish-
American sympathizers and financial necessity. This susceptibility was
especially true in the early years of the RIRA’s formation, when the or-
ganization was competing with the PIRA over funds from sympathetic
U.S. donors. The problem for the RIRA, and especially McKevitt, was
that “his real expertise lay in handling and hiding weapons,” not fund-
raising.” As a result, McKevitt was willing to engage in talks with people
with whom the PIRA would previously never have made contact due to
a perfected vetting process. This early weakness led to McKevitt con-
necting with David Rupert, an American businessman from Pennsylva-
nia, and a FBI informer.



The Rupert penetration of the RIRA is a great example of U.S.—U.K.
cooperation.” Coached by MI5, and funded by the FBI, Rupert opened
a bar in Dundalk, County Louth, Ireland, near the border with North-
ern Ireland. The location of the bar was guided by MI5. Between Oc-
tober 1998 and August 2000, Rupert gained the trust of the RIRA," and
eventually McKevitt himself. Such cooperation in infiltration played to
U.S. strengths, while simultaneously allowing the United States to learn
from the British, who have become adept at penetrating the IRA over
the past thirty-some years fighting their own war on terror.

The lessons that the United States should take away from the McK-
evitt takedown, which was a law enforcement structured penetration™
as opposed to a military type of intelligence-gathering mission,” are the
following:

(1) HUMINT does not have to go deep into an organization to gain
quality information. By standing on the periphery, the intelligence
community can gather greater amounts of data with less time to pre-
pare. Rupertwas never an RIRA member; he was an outsider who gave
the RIRA a good reason to trust him—money.

(2) The United States does have human as-
sets it can use; it is not helpless in penetrat- There Is an increased

ing foreign terror organizations, but it must  potential for the prolifera-
be creative with its covers. Rupertis neither tion of terrorism when one
Irish-born nor an Irish-American. The key Ofganlzaﬂon engages in

to Rupert’s penetration relied solely on a
credible cover story, not a fake accent or criminal UCUVII}{

even a top-notch Gaelic language school.

(3) The RIRA is cash dependent, and this was the weakness exploited
by U.S. and British intelligence agencies. This weakness can exist even
for al Qaeda. Periphery covers should be considered in ways that ex-
ploit such weaknesses.

HOW THE IRA CAN HELP PENETRATE ISLAMIC TERROR
GROUPS

As previously quoted in this paper, there is an increased potential
for the proliferation of terrorism when one organization engages in
criminal activity:
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Many terrorist groups have also been linked to other criminal activities, in-
cluding smuggling and counterfeiting operations... When these illicit profits
are coupled with the millions of dollars raised by Irish communities in the
United States, the Real IRA can easily afford to recruit new members, con-
struct bomb-making facilities, procure light weaponry, and maintain close

contact with other terrorist groups...”

The U.S. intelligence community should be seeking to exploit these
contacts “with other terrorist groups.” Although at the present there is
no concrete evidence that any form of the IRA has connected directly
with al Qaeda, the ability to connect to al Qaeda, or some other simi-
larly motivated group, is established. Like Rupert’s McKevitt, al Qaeda
needs something badly: to strike a major Western state in an enormous
way. Any faction of the IRA can facilitate this through established smug-
gling networks. The IRA’s ability to offer up Great Britain would un-
doubtedly perk a few ears. Furthermore, the IRA, especially the two
factions not involved in the peace process, the RIRA or the CIRA, would
come with credibility on multiple levels that al Qaeda leaders can ap-
preciate. First, a desire to hurt the British people has been established
by the IRA, and especially by the RIRA after Omagh. Although the
leadership of the IRA (specifically the PIRA) would preach constraint
to avoid constituent backlash, it could be sold to a fundamentalist that
a rank-and-file member of any of these Irish paramilitary organizations
may not appreciate the politics of such a decision and perceive the
IRA leadership as becoming “soft.” Secondly, criminal activities have
supplanted ideological constraints with profit motives, and lastly, the
leadership has lost its credibility through either imprisonment (RIRA)
or appeasement (PIRA). Feeding on these motivations, the following
scenario could be envisioned: Rogue IRA operatives wish to seek a deal with
al Qaeda. For 15 million, relocation, and protection, these operatives will get
a large WMD device into Great Britain and deliver it to Islamic terrorists. The
conditions can be small and reasonable: money upfront, fellow IRA members
cannot be made aware of the deal, and fair warning before the attack in order to
have time to leave the city and enjoy the money. Such a scenario is not that
far-fetched. In fact, this may be what took place between ETA members
and al Qaeda in order to facilitate the 11 March 2004 Madrid attacks.
In this case, the rogue IRA operatives would be members of a joint U.S.-
British intelligence team. Furthermore, this scenario could even be
implemented with only one such undercover operative.



The merits and problems of such idea scenario will be scrutinized in
the final section of this paper.

PROPOSED TROJAN HORSE #2: RUSSIAN ORGANIZED
CRIME

THE OPPORTUNISTIC FORMER COMMUNISTS

The term “Russian” organized crime is a misnomer. The first prob-
lem with the term is that there is very little “Russian” involved in this
criminal phenomenon. Speaking at a 1998 Congressional hearing on
the subject of international crime, then-FBI Director Louis Freeh gave
the following description of what is sometimes known as the “Russian
mafiya’:

Russian Federation Ministry of Interior (MVD), Organized Crime Control

Department officials report the existence of over 8,000 Russian/Eastern Eu-

ropean/Eurasian criminal groups. There are allegedly over 150 ethnic-ori-

ented criminal groups, including the Chechens, Georgians, Armenians and

Russian-ethnic Koreans, of which 25 are active in the United States. Russian

authorities also report the existence of some 750-800 so-called “Thieves-in-
law,” the Godfathers of the “Russian Mafia.”"

The second problem with the term Russian organized crime is that
it is hardly “organized” in the traditional sense of the term. The U.S.
Department of Justice’s National Institute for Justice International pro-
vides the following operational definition and description of Russian
organized crime:

[The] structure does notlook like either what is commonly understood
to be the structure of organized crime or a mafia in the conventional
sense of those terms. The networks are neither highly centralized nor
dominated by a small number of individuals. Those individuals who
do have particular influence seem to occupy their positions on the
basis of their personal characteristics... This means that the networks
lack...continuing structures...

On the other hand, it is clear that these structures are not simply small
groups of criminals essentially acting independently of one another...
Instead, there is broad connectivity among most of the actors. They
may not be directly connected to a large number of others, but they
are indirectly connected to many. This allows the networks a great



deal of flexibility in the organization of their offenses, which means
they can be responsive to the opportunities for illegal undertakings
that develop. Given such an opportunity, a member of these large net-
works can access partners who are either generalists or specialists, can
raise capital, and can access other needed resources. In this sense, the
structure is very functional. The fluid nature of the structure may also
explain the high level of internal violence that the network seems to
experience. The lack of a more hierarchical structure means that no
one can effectively control the use of violence or mediate disputes. In
addition, the lack of more formal subgroupings weakens loyalty to past
partners: many of the murders, for example, seem to involve disputes
between individuals who once worked together."

Russian organized crime (hereafter

Italian Mafiosi would not bé  referred to as ROC) is therefore neither
likely to engage in activity ~ ethnically Russian nor a unified body. The

with al Qaeda, regardless only apparent unifier is that it is heavily
of how much ;HOIIE}’ was composed of former Soviet intelligence of-

ficers (KGB) and Special F Speisnaz).
offfered, because it would cers (KGB) and Special Forces (Spetsnaz)

making the operational capacity of these

solicit the full welght of US. groups highly efficient and lethal.** Conse-
law enforcement agencies  quently, the potential problems that ROC
and spell the end of their poses are numerous for those engaged in
assoclated enterprises. the War on Terror for the following set of

reasons:

UNENCUMBERED

A lack of accountability to any centralized figure makes any mem-
ber of any one of the ROC groups free to pursue profitable endeavors
without reprisals from a more strategically focused “boss.” What this
means is that a maverick ROC associate does not have to consider the
consequences of an action on the overall organization, such an Italian
Mafia member would. There is no moderator for the behavior of a
single actor or small set of actors. Italian Mafiosi would not be likely
to engage in activity with al Qaeda, regardless of how much money was
offered, because it would solicit the full weight of U.S. law enforcement
agencies and spell the end of their associated enterprises. This same
type of consideration would not exist for an ROC affiliate.



GLOBAL

The transnational character of such organizations, both operational-
ly and structurally, makes it more likely to engage in profitable alliances
with groups operating within environments from which ROC members
originate. This may be whyal Qaeda has had

almost free reign throughout the Caucuses:  The proad cultural and

it is both lawless and easy to secure materi-

als from ready providers, namely, ROC af- £E0PTAPHIC SPECtrum Which
affiliates enjoy enables

filiates. Rohan Gunarantna describes this

in his book Inside Al Qaeda: Global Network DUSES from which to launch
of Terror: “According to a European intel- MOre ambitious endeavors in
ligence agency, al Qaeda assisted Al Ansar  pfaces such as Latin America,
Mujahidin® in weapons trafficking via Rus-  gnd even East Asia.

sian, Ukrainian and Chechen criminals.

During the first Chechen war, Ukraine, no-

tably Odessa, was a prime transit point for Mujahidin fighters and weap-
ons smuggling.” The ability to operate with impunity across a broad
geographic range, including expatriate communities like those found
in the United States, makes ROC groups especially dangerous and far
reaching. The broad cultural and geographic spectrum which affiliates
enjoy enables bases from which to launch more ambitious endeavors in
places such as Latin America, and even East Asia.™ This ability to tra-
verse the globe while maintaining strong presences in lawless regions
should be attractive to Islamic terror groups seeking ways to smuggle
operatives, weapons, or cash from one continent to the next.

INTELLIGENT

Many ROC affiliates are highly educated and savvy individuals. Al-
though street-thugs exist within the ranks, the types of crimes in which
ROC affiliates normally engage are more often sophisticated white-col-
lar crimes than the lowbrow jobs indicative of other criminal enterpris-
es. A May 2000 FBI Law Enforcement Bulletin describes the types of typical
ROC crimes: “Some experts predict that white-collar crime will serve as
the benchmark for ROC in the United States... The more sophisticated
ROC fraud schemes include fuel scams, healthcare fraud, bank fraud,
and stock market manipulation. In these and other schemes, ROC
members have demonstrated an aptitude for circumventing or exploit-



ing the bureaucracy, rules, and procedures of government agencies, fi-
nancial institutions, insurance companies, and other businesses.”™

WELL CONNECTED

ROC members, because of their composition and former Soviet
credentials, enjoy unrivalled government contacts. In his 1998 Con-
gressional testimony, Colonel Stanislav Lunev (former Glavnoye
Razvedovatel’'noye Upravlenie — GRU)" was asked why he decided to
defect to the United States in 1992, after the Cold War. He gave the
following reason which provides insight into ROC access to high-level
government officials: “And actually, I couldn’t provide anymore—to
continue to provide anymore my very special services for government,
which existence, legal existence is under really great suspension, and
government which was penetrated by Russian organized crime groups,
by Russian Mafia so deeply that it was possible a few years ago to say of-
ficially that Russian Federation just now is a criminal state.” Not only
have these connections been verified through a number of other sourc-
es, but they have also created direct security problems. The weapons
caches that have been pilfered by connected former military ROC have
made their way into a variety of transnational terrorist and organized
crime groups.™

An unencumbered, global, intelligent and well-connected group of
criminals can be an asset for any organization seeking to commit illegal
acts—especially mass murder. However, it is precisely because of the
“potential problems” cited above that ROC is a potential asset to the
U.S. intelligence community. Its disorganized structure, ruthlessness
and Soviet composition all play into U.S. intelligence strengths.

ROC SUSCEPTIBILITY TO PENETRATION

U.S.law enforcement has had some success penetrating ROC groups;
the problem has mainly been jurisdictional disputes between numerous
agencies operating in the ROC-saturated New York area. The New York
Police Department (NYPD), New York State Organized Crime Task
Force (NYOC-TF), and the New York District Attorney’s Office (NYDA)
have cooperated with each other with some success. Unfortunately, co-
ordination at the federal level has not been as fluid. The New York field
office of the FBI has reportedly worked separately from the New York
offices of the DEA, BCIS (formerly INS) and the IRS.* As late as 1999



there was no cooperation between the local New York law enforcement
agencies and the FBI in dealing with Russian organized crime.

The problem for all of these law enforcement agencies is the dis-
jointed nature of ROC. Within ROC, stereotypical “Godfathers” are
rare in the Italian-Mafia sense of the word. This makes it difficult to
climb a ladder of convictions up through a hierarchy like they have
done with the Italian Mafia. With each low-level mobster arrested, the
potential to turn that Italian organized crime figure on his immediate
boss is available. If this occurs, which it often does, the next in com-
mand will be apprehended, turned and so on. This enables a climb-
the-ladder approach toward taking down the entire organization. This
approach cannot be applied to ROC, because there is no boss in the
true sense of the word. Still, monitoring ROC activity is facilitated by a
combination of penetration and utilization of an occasional informant.
The key to penetration is offering a profitable skill through a liaison,
such as the ability to crack computer bank codes. If the undercover
agent can establish trust by offering the ROC a profitable opportunity
then penetration can be achieved. Once accomplished, the doors are
open as wide as that particular group can open them.

HOW RUSSIAN ORGANIZED CRIME CAN HELP PENETRATE IS-
LAMIC TERROR GROUPS

Despite the risks on the domestic side of penetrating ROC, the in-
ternational counterterrorism benefits that such a penetration may yield
are worthwhile. The benefit lies in its non-existent structure. Disor-
ganization reduces the ability of other groups to challenge the legiti-
macy of an actor claiming to have criminal connections. Although such

connections would have to be established, D/SOI'QUIIIZUUOH redlces the

the skill-set that U.S. intelligence brings to
the table will greatly determine the speed ability of other groups to

by which operatives are accepted by other challenge the legitimacy of
ROC members. The Soviet composition of (1 Actor claiming to have
ROC allows U.S. intelligence agencies to tap — ¢riminal connections,

an enormous pool of HUMINT strength:

former Cold War-era Soviet experts, spies, and linguists. As for the ruth-
lessness of ROC, this figures into the critical credibility game that will
need to be played in order to win the confidence of Islamic extremists.
ROC members are notoriously opportunistic, even profiting in Chech-



nya at the expense of their own country. An investigator at the New
York District Attorney’s Office described Russian mobsters in the follow-
ing way: “These guys love money. They’ll do anything for it. You name
it, if it makes them money, they're gonna’ do it.” Establishing trust will
be a matter of cash. Itis notdifficult to envision an ROC affiliate selling
unfettered access to a U.S. port for the right price. Furthermore, ROC
members are already serving the needs of al Qaeda in other ways. The
scenario envisioned would be as follows: U.S. intelligence operatives pose as
members of an ROC group based out of the New York area, offering a combina-
tion of services for a steep price. These services can include a host of logistical
services including terrorist smuggling, weapons smuggling, or cash transfers to
sleepers. For al Qaeda, this would be a constant flow of supplies and personnel
into the United States. For the Russian organized crime members, this would
be just another (perhaps bigger) business deal. Clearly, both the merits and
problems of such an idea require scrutiny, but the potential opportu-
nity is far too great to overlook.

CONCEPT ANALYSIS AND CONCLUSION
EMPLOYING THE CONCEPT

Consider the following FBI press release from August 2003:

FB.I.: 13 August 2003: NEWARK, N.]J. - A British arms dealer appeared
in U.S. District Court today, on charges that he tried to complete the
sale of a shoulder-fired missile, with the understanding that it was go-
ing to be used to shoot down an American commercial airliner, the
U.S. Attorney’s Office and Justice Department announced today.

Two other defendants were arrested. Both of them helped in a planned
money transfer that was part of the transaction. One of those two in-
dividuals arrived in the U.S. to allegedly arrange for a $500,000 down
payment [sic] from a government cooperating witness for 50 more
shoulder-fired missiles.™

The “British arms dealer” mentioned above could easily have been
a U.S. intelligence operative working in the other direction. The prob-
lem is not coming up with a credible service to initiate contact with
terrorist operatives, rather designing a credible cover so that they will



trust you. In other words, a number of services would likely spark Is-
lamic terror groups’ interest, such as smuggling a WMD into a U.S.
port, but the same terrorists would likely ask, “Why is he offering us
this great deal?” Trust will have to be secured. There are two ways
to achieve this trust: it can be built or it

can come ready-made. Building the trust A number of services would

will undoubtedly take time. As previously [lkely spark Islamic terror
stated, the problems inherent in deploying groups’ interest, such as

i)pe}”atlves capable of directly 1nﬁlt.raF1ng Is- smupiing a WMD into a ULS,
amic terror groups are numerous: dialects,
port, but the same terrorists

cultural mannerisms, introductions, etc.
The issue of proof of commitment will also would Ilkely ask, Wh}’ Is he
come up. In its best form, proof of com- Offering us this great deal?”
mitment may be some form of criminal act,

such as a robbery for the purpose of funding. In its worst form, proof
of commitment may include a suicide operation. Based on what we
know about previous Islamic terror operations and the guarded nature
of their planning process, the U.S. intelligence operative may not know
he is involved in a suicide operation until it is too late. In all, the flaws
inherent in terror group infiltration are numerous, dangerous, and
may yield little or no benefits. Islamic terror group infiltration should
seek to circumvent these inherent problems. Finding ready-made trust
may be the solution.

Finding ready-made trust, as this paper advocates, is using organi-
zations that are easier to penetrate, that fit well with U.S. HUMINT
strengths, and have established (or very likely can establish) connec-
tions to Islamic terror groups. This paper suggests the IRA and Russian
organized crime for the reasons explained above. It should be noted
that, although the cases presented for the purpose of this paper have
involved law enforcement penetration of the two groups suggested,
infiltration can also take a more military approach toward gathering
intelligence for the War on Terror. In other words, collection should
be viewed as long-term monitoring focusing on disrupting terror opera-
tions, not as a short- or medium-term gathering of evidence for build-
ing a criminal case. Trojan horses should provide insight into planning,
weapons procurement, location and identification of Islamic terrorists.



Once identified, the nature of the threat should determine the level of
force and speed of deployment.

Despite the potential benefits, there are some significant questions
regarding utilizing trojan horses that should be addressed. The most
important question is: Can it work?

CAN IT WORK?

The answer is maybe. Although penetrating the IRA or ROC can be
achieved, making the next step, i.e. connecting to Islamic terror groups,
may prove difficult. The first problem is contacting Islamic extrem-

ists. How does a new member of the IRA

Collection should be viewed or ROC become the first to make such a
as [ong-[erm monlmﬂng fo- bold suggestion? Such a recommendation
cusing on disrupting terror by a newly affiliated member may make the

intelligence operative seem too risky, if not
operations, not as a short- outright crazy. The suggestion could label

or medium-term gathering  he operative as a liability. Among such
of evidence for building a groups, liabilities are dealt with in several
criminal case ways: at best they are ostracized; at worst,
they are assassinated. Thus, making the ini-
tial suggestion to sell an Islamic terror group a commodity would have
to be done in a way that does not endanger the operative’s life or rela-
tionship with the group. However, assuming that the operative is able
to get members on board for such a scheme, the next step, contacting
the terror groups to make such an offer may prove more difficult.

The task of contacting Islamic extremist groups presents a multidi-
mensional problem. First, trust will have to be secured. Islamic extrem-
ists are highly suspect of Western motives. Rhetoric from the Middle
East sees the hand of the CIA in almost everything, and this distrust
will have to be overcome. The next problem will be dealing with the
low-level Islamic operatives who are likely to serve as the first point of
contact. These low-level terror operatives may not appreciate the deal
being offered. An easy Western target may seem more immediately sat-
isfying to one of these low-level terrorists than some long-term plan that
may never take off. The third problem is that there is no guarantee that
the terror group’s leadership will ever become immediately involved in
the negotiations. Proxies or representatives will undoubtedly be used
at the outset, but getting higher-ranking members to become involved



will be tricky. Atany time, a suggestion of direct leadership involvement
may immediately raise suspicion, destroying both the initial trust of the
operative as well as any future use of the trojan horse as a cover.

Assuming that such contacts are made, and leadership involvement
is secured, the next set of issues involves cost-benefit analysis, timing,
and consequences. How far does one go

before pulling the plug on the program? At any time, a suggestion of
If the operative is offering U.S. port access direct leadership involvement
for a nuclear device, do we let the device maylmmedlatelyralse sls-

arrive? Do we stop it in mid-shipment? At

what point does the success of the intelli- picion, destroying both the

gence gathering operation endanger the IIaI trust of the operative
United States or Great Britain? Finally, how s Well as any future use of
do governments explain to their citizens if  the trojan horse as a cover.
something goes wrong to the benefit of a

terror group? Example: If smuggling ter-

rorist operatives is the request, and the operative complies, what hap-

pens if the terrorist evades those agents sent to monitor him? In such

a situation, the United States or the United Kingdom would then be

faced with the problem of having a dangerous terrorist within its bor-

ders, compliments of its own security apparatus.

WHAT FUNCTIONAL ISSUES MIGHT ARISE?

All of these issues would have to be carefully considered and weighed
before employing such a program. In some cases, the issues may be
planned for and the problems avoided; but there are no guarantees,
and the consequences of a mistake can cost lives. Furthermore, out-
side of the inherent operational questions that such a program is likely
to raise, there are political, legal, jurisdictional and logistical concerns
that will also arise. Which agencies should take the lead in such a pro-
gram if penetration is facilitated from the domestic side, but operations
are conducted overseas? Which methods of operation will have to be
coordinated between British and U.S. intelligence agencies to facilitate
functional cooperation? What latitude will be granted to a U.S. intelli-
gence operative that is forced to prove his commitment with a criminal
act? All of these functional issues would have to be addressed by policy
experts before initiating such a program.
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IS THERE A GENUINE TIME BENEFIT?

The other issue is time benefit. It will first take time to infiltrate a
trojan horse, before an infiltration of the Islamic terror group is initi-
ated. (It took David Rupert three years to successfully penetrate the
RIRA.) The transition time from infiltration to terror group contact
will certainly take longer. The next step, facilitating the terror group’s
request will take longer still. The years that such a program may re-
quire, from start to finish, could exceed the benefits other programs
may yield within the same possible timeframe. However, the time to
penetrate a terror group is not the only issue that must be considered
from the standpoint of timing, the other issue is effective communica-
tion.

What capacity will a U.S. intelligence operative have at his or her
disposal to communicate any information gained? Timing is a critical
issue for an effective response to a terror attack. The problem with
deep cover, such as the type proposed, is keeping an open line of com-
munication. This is a luxury not always enjoyed. The speed at which
a terror attack can materialize may diminish the returns of this type of
infiltration.

CONCLUSION

There are many potential problems with the concept proposed,
the majority of which are operational. The concept is unproven. The
benefits are questionable. There are significant risks for an operative.
Because the gains are impossible to verify, a cost-benefit analysis to
weigh the risks-to-gains is equally impossible to determine. As a whole,
the idea of utilizing trojan horses to infiltrate the Islamic terror groups’
backdoor of criminal dependence is extremely risky. There simply is no
way to quantifiably justify its utilization.

The problem, however, for U.S. intelligence is that infiltration is nec-
essary. How else can this be achieved? The U.S. intelligence community
isill-equipped to directly infiltrate Islamic terror groups. They are fluid,
often decentralized networks, comprised of family and friends, who are
tested in ways that would likely shock outsiders. But direct penetration
of terror groups by U.S. operatives will have to be secured in order to
achieve the goal of credible intelligence collection. Changes are being
made, but today this is still not possible.



This brings back the two initial questions: What can U.S. intelligence
do to gain access to the hierarchy? and What can we employ from our current
arsenal that can help achieve our intelligence objectives rapidly? The answer
proposed was the manipulation of Islamic extremists’ dependence on
illegal activities to fund or supply their operations. This backdoor will
not be easy to exploit, but it may be possible. There is no proof that
the trojan horse method will work. It may seem an imperfect strat-
egy, but there are few alternatives that are not equally flawed. Either
way, infiltration will have to be achieved—quickly. The attacks of 9/11
proved the terrorists’ resolve, and unfortunately there is a historic pat-
tern that says future terrorist attacks become more dramatic and more
lethal with each subsequent assault.” Today’s Islamic terror groups are
exhibiting a need to exceed. If al Qaeda is trying as hard as possible
to out-do the 9/11 attacks, any strategy that can potentially remedy the
HUMINT deficiency should be considered.
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